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Abstr act

Qut sourcing agreenent is a document to specify
the relationship between outsourcing partners;
service provider who offers the outsourcing
service and client whose system is to be
outsourced. A nmmjor success factor of t he

out sour ci ng IS cl ear and conpr ehensi ve
specification of duties and responsibilities
regarding to information security. As t he

outsourcing agreenment is juridically binding,
service provider is responsible for acting
accordingly. Therefore, the agreenent is where
security Measures should be agreed upon. As
there 1is no clear understandi ng of contents of
an adequat e security speci fication in
out sourcing agreenent, this paper identifies the
critical conmponents and studies the issue of how
to set requirenments for outsourcing service
providers and control enforcenent of t hese
requirenents.

Keywor ds: Information security requirenents,
i nformation systens outsourcing, information
system agreenent s

1. Introduction

I nformati on system outsourcing has usually been
studied and justified fromthe financial point
of view This is a |ogical approach, since the
maj or notivation behind outsourcing is wusually
reducti on of operational cost of the system and
gaining of special skills into the organi zation
(Lacity and Hirschheim 1993). 1In general ,
outsourcing is a well understood ar ea of
informati on systens research (Barua 1995), but
there is a special need for the consideration of
information security in outsourcing. As the
I mportance of information security as a quality
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factor of an information system is wdely
acknow edged, and outsourcing in general ly
energi ng, nmaintenance of an adequate |evel of
security becones a nmmjor success factor in
outsourcing. As security always increases the
cost of operation, opportunity for outsourcing
service provider to save by reducing security
may becone tenpting.

Traditionally, only non-strategic systens have
been outsourced. This is, anyhow, changi ng (Rao,
Ki chan and Chaudhury 1996; Hirschheimand Lacity
1997), and therefore the traditional assunption
of guideline-based approach towards security
(Kajava and Viiru 1996) IS no | onger
appropriate. Typically, information security
nmet hods have evolved from checkli st-based
methods to the risk analysis and evaluation
criteria nethods (Baskerville 1993, Backhouse
and Dhillon 1996). Current checkli st-based
approaches (Kajava and Viiru 1996) are adequate
when outsourcing noncritical systens, but when
the inportance of outsourced systens increases,
nore convi ncing provision of security of service
providers is required. This |eads to t he
specification of the major research question
wthin this paper: ldentification of factors
that have an inpact on information security in
out sour ci ng and how requirenents can be
formul ated to cover those factors. Once this is
clarified, a nmethod can be established to
provi de assurance t hat out sour ced system
satisfies these requirenents.

The fundanental trade off in i nformation
security is between provision of security and
cost of operation. In general, higher security,
hi gher cost. Conprom sing security of <client’s
system may reduce operational cost of service
provider, and the cost effectiveness of the
system may increase on the short run. On the
long run, on the other hand, there is a great
threat of |osses due to violations of security
exceedi ng t he benefit gained by reduced
security. Therefore, the need for security
should not be underestimated and reductions in
protection justified by reduced operational
cost .

The fundanental information security objective
for an outsourced systemis naintenance the
security as it was when systens were operated
internally. Anyhow, as the client |ooses direct
control of the system there may be a need to
i NCcr ease the standard. As the out sour ci ng
agr eement is the min nmethod for setting
requi renents and responsibilities for client,
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there is a clear need to identify the topics
that affect the conprehensiveness of security
specification in the agreenent.

Qut sourci ng contract is a part of t he
information security policy of both client and
service provider. Requirenents for outsourcing
can be specified as guidelines, risk analysis,
evaluation criteria or information security
nodel. The fundanental problemis to how to
guarantee to the effectiveness of security
mechani sms  in outsourcing. GQuidelines are the
| onest and formal security nodels are t he
hi ghest, though nost [imted fromscope, |evel
of assurance to the conprehensive of information
security. The specificy and accuracy of security
is risen fromguidelines to evaluation criteria.
Qutsourcing security policy is based on results
of risk and cost analysis before outsourcing.
Qutsourcing contract is a key elenent for
information security policy in outsourcing.

From the three views towards outsourcing:

juridical, adm ni strative and t echni cal
(Dougl ass 1993), we shal | adopt t he
adm ni strative poi nt  of Vi ew. | nf or mati on
security requirenment shall be specified very

broadly to be any nmechani smor procedure that
client nust inplenent to maintain or inprove
satisfactory |evel of information security on
oper ati ons. | npl enent ati on mechani sns of
requi renents shall not be studied wthin this
paper but the focus shall be on identification
rather than detail ed analysis of enforcenent of
requi renents. The focus shall be on two first
phases of out sour ci ng: preparation and
specification of an agreenent. The I ssues
studied within this paper do not influence
signing of the agreenent. As the major reasons
for outsourcing are usually cost reduction and
gaining of skilled personnel, nost of t he
research is focused on cost benefit analysis
(Wang 1995) . As these issues are wel |
understood, there is no need to study them
wi thin this paper.

This paper starts wth the identification and
definition of key concepts and surveying the
role of outsourcing agreenent in business
processes. The results are presented in section
2. Once the concepts are clarified, section 3
provides wth a brief analysis of new threats
that outsourced systens nust face conpared to
tradi tional non-outsourced systens. Once threats
have been identified, we shall provide a nethod
to provide assurance fromthe enforcenent of
security threats in section 4. Fi nal |y,
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concl usi ons and ideas for further research shal
be presented in section 5.

2. Qutsourcing Agreenment and Business Processes

I nformati on systens outsourcing neans partial or
total transfer of the operational responsibility
of an internal information systemto an external
supplier (Lacity and H rschheim 1993, R chnond
1993). The main difference between outsourcing
and subcontracting is the transferring of
i nt er nal oper at i onal responsibility of
information systemto an external supplier in
outsourcing, but in subcontracting there is
nothing transferred outside to the organization
but external services are bought in. The second
i nport ant difference 1is t he transfer of
responsibility. I n out sour ci ng t he
responsibility of operations is transferred
out si de the organi zation, when in subcontracting
the responsibility of operations still remains
i n-house and subcontractor offers only t he
needed services, but it has not operational
responsibility for i nformation system
Qut sour ci ng i nvol ves t wo parties service
provider and «client. Service provider is the
instance offering outsourcing service to a
client wlling to fully or partially outsource
its information services.

Qutsourcing is based on outsourcing agreenent
t hat IS a docunment specifying information
processing services that shall be outsourced,
and setting requirenent to the external party
regardi ng mai nt enance and i nprovenent of these
services. Once requirenents are established,
parties nust agree upon acceptable cost of these
services. The nore detailed the agreenent, the
nmore detailed cost analysis can be carried out.
As both parties are attenpting to nmaxim ze their
benefit of outsourcing, the agreenent is a
crucial docunent to provide nutual satisfaction
on conditions. This 1is, that the contractor
makes profitable business and the outsourcing
or gani zati on gai ns expect ed savi ngs in
operational costs (Lacity and Hi rschhei m 1993).

To provide this satisfaction, the agreenent
should clearly specify rights, responsibilities
and commtnents of both parties. Qutsourcing
contract is the nost inportant docunent and
starting point to the outsourcing. Participants
should also identify and assess information
security threats rel ated to out sour ci ng.
Qut sour ci ng cont ract bel ongs to t he
responsi bility of top managers of organization,
but the help of different experts should be used
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at this stage (Douglass 1993). At the highest
level, top managenent is required to identify
the strategic value of different systens, and to
deci de which systens nust be outsourced, and to
specify hi gh | evel requirenents for t he
agreenent, that shall be further refined wthin
t he agreenent process (Al par and Saharia 1995).

The outsourcing contract can be made in stages
(Richnmond 1993) so that in designing stage of
outsourcing contract the client represents the
cost estimates of outsourcing. The client can
accept or reject the draft. If client accepts
t he draft then client defines the needed
i nvestnent. Wen investing planning is finished,
t he client calculates the final cost of
outsourcing. The client either accepts or
rejects referred offer. If client accepts the
offer the systemshall be outsourced.

An essential quality factor in the outsourcing
agr eenent IS conpr ehensi veness.
Conpr ehensi veness refers to the inclusion of al

relevant issues into the agreenent. External
specialists can be used to specify neasures and
metrics to control specifications of outsourced
subsystens. It 1is also essential to include
potential alterations, additions and sanctions
with the devel oping of business actions (Lacity
and Hirschheim 1993). To prepare into potenti al
problens, it is inperative that responsibilities
and rights of different parties regar di ng
conpensations and corrective actions are clearly
specified and understood by both parties.

Ther ef or e, the agreenent should explicitly
specify al | security requirenents t hat
service provider 1is expected to neet in

i npl emrentati on and operation of the systemin an
unanbi guous manner

Qut sourcing organi zati on should not restrict the
busi ness of client, but the businesses in which
t he client IS involved affects to t he
information security of client. The expectations
of the adequate level of information security
may be different in client and service provider.
A fundanmental question becones, how conflicts of
di fferent expect ati ons can be sol ved.
Organi zational information security nodel may
beconme a feasible solution. The guideline-based
solutions may not be flexible and expressive
enough to solve these problens. Recent trend in
t he managenent of information security IS
specification of extensive checklists, such as
British Code of Practice (1996) and German |IT
Security Eval uati on Manual (1996). These
docunent s can act as guidelines to the security
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in many non-critical systens but need to be
supported by nore advanced net hods when critical
systens are concerned (Von Sol ns 1997).

Different systenms nust also be separated from
each other as specified in the outsourcing
agreenent. Business functions can be flexible,
but the |level of information security nust be
stable or get inproved when business situations
change. The fundanental problemof this kind of
situation is provision of assurance of the
satisfactory level of information security. Thus
the mninmum standard for information security
and requi renents nust be nai nt ai ned.

In the agreenent stage of contract issues such
as how exactly contract confines, what matters
should put in the contract and what is the
reporting pr ocedure of client nmust be
considered. Qutsourcing contract nust define
exactly its subject area, prevented threats and
acceptabl e nechanisnms against them (R chnond
1993). The question of acceptable protection
measures is a critical success factor of the
managenent of i nformation security. As
devel opment of security enforcenent nechanisns
are an extrenmely conplicated task it IS
essential that those responsible for information
security clearly state whi ch security
enforcenment nmechanisns are to be used. As a
general principle, publicity analyzed al gorithns
and i npl enentations that have gone through
public investigation and analysis by security
prof essional s should be favored and proprietary
and | ess understood neasures avoi ded.

I n t he out sourcing agreenent, i nformation
security requirenents can be stated at three
| evels: first there is guideline-based approach,
second there is risk analysis and third there is
eval uation criteria approach towards information
security. As the level of information security
rises fromfirst level to third level, also cost
i ncreases. Therefore, it is essential for client
to consider the expected security |evel of
systens to be outsourced.

3. Security Threats in Qutsourcing

Mai nt enance of adequate |evel of security is a
fundanmental problem in outsourcing since the
out sour ci ng organi zation | oses t he di rect
control of information systemand thus it cannot
af f ect directly to t he functioni ng of
i nformati on system (Wng 1993). Because the
responsibility of enforcenment of information
security 1s transferred to the service provider,
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the adequate |evel of information security nust
clear out in the outsourcing agreenent.

The f undanent al cause of new information
security threats in outsourcing is the potenti al
conflict of interests of outsourcing parties. As
both parties are attenpting to gain financial
benefit, their interests may be in conflict and
this my open the systemto new threats. The
| evel of information security may not be
adequate, if the client cannot demand specific
and required actions to be mnade for t he
mai ntai ning of information security. As security
i ncreases operational cost, but reduce |osses on
the long run, reduction of operational costs by
conprom sing security may be a tenpting option.
This is due to the fundanental property of
information security. Benefit of security always
cones from prevention of |osses, not from
I ncreasi ng i ncone.

The threats against systemare sane as in the
internal operation of systens. Basically, al

new threats are introduced by different
interpretation of requirenents set in t he
out sour ci ng agr eement and t he di fferent
envi r onnent and personnel. The f undanent al

problem is that has the client all the needed
i nformation and met hods to mai ntai n t he
information security. |Is there any new and
unknown vul nerability in t he out sour ced
information system that nust be taken into
consideration? |If the whole information system
is outsourced, with the forner personnel, roons,
sof t war es and hardware then the situation
remains the sane, but the enployer 1is only
changed. Then the threats of outsourcing can be
quite weasily noticed and predicted. There is
al so a theoretic possibility of ext er nal
operators being untrustworthy, but that shal
not be considered a major issue wthin this
paper. W do agree that personnel security is an
i nportant facet of information security, but the
focus of this paper shall be on threats that can
be reduced by proper specification of the
agr eement .

The fundanental new information security threat
in outsourcing is |eakage of information from
out sour ced systens to conpetitors by new
channel s existing due to the transfer of
operations to the client. For exanple, a failure
in file system or inproper destruction of
printed material by service provider may lead to
an unaut hori zed di scl osure of business critical
i nformation to ot her busi nesses. When
informati on systemis not functioning properly
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or there has been sone ot her problens, such as
intrusion, then client can fail report to the
operations of information systemand client can
hope to solve problens before anybody notices
them Especially when there is a threat that
client may | ose the outsourcing partnership for
the problems or <client has to pay too high
sanctions to the client and client has financi al
problens. It is very inportant to notice that
the dependency of client is very high and this
can be very fatal when problens occur and thus
the problens nust be elimnated beforehand and
this is a one key point to the managenent of
information security in outsourcing.

4. Security Process in Qutsourcing

To provi de first requirenments and | at er
assurance of t he enf or cenent of t hese
requi renents, a contractor provides assurance of
the security enforcenment. A nmethod for this

shall be introduced within this section. W
shall identify each step and anal yze essenti al
ones in detail. The followng steps nust be

consi der ed:

STEP 1. The organi zation considering outsourcing
specifies their security requirenments. At
this phase, the organization reviews their
information security analysis to update and
refine requirements when the system is

out sourced. Depending on the |evel of
assurance expected, different Ilevels of
formalism are required. Typi cal |y,
managerial responsibilities and pervasive
security requi renents can only be
represented as high level statenents, but
technical, specific information security

requirenents can be repr esent ed and
anal yzed using tools and nmet hods of
different levels of formalism

Tools for representing technical security
requi renents are various. Several forma
| anguages and not ati ons have been devel oped
for expressing requirenents. Early access
control nodels, such as BLP-nodel for
confidentiality (Bell and LaPadula 1975)
provided with neans to specify nmandatory
access control requirenents as tuples (s,
o, r) interpreted intuitively as subject s
having exactly r right to access object o.
This notation was quickly proven to be
i nadequat e, and formal, nore flexible
| anguages such as (Wo and Lam 1992) and
(Jajodia et al. 1997) were proposed for
coding security requirenents. Access
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STEP

STEP

STEP

STEP

control requirenents have al so been
successfully represented using Requirenent
Engi neering (RE) approach (Dubois and W
1996) and Z notation (Boswell 1995).
Addi tional coding nmechanisminclude |ogic
based on the theory of normative positions
(Jones and Sergot 1992), security |ogics
based on know edge, per m ssi on and
obligation (d asgow et al 1992), specific
notation for protection of associations
(Leiwo and Zheng 1997) and enhanced system
nodel i ng not ati ons such as security
enhanced DFD diagrans (Baskerville 1988).
Additionally, formal notations of, for
exanpl e, (Kabasel e-Tenday 1997) can code
descriptions of threats. There are several
alternatives for codi ng security
requi renents, and the selection should be
made based on specific needs of protection
of each system

2. Contractor reviews the requirenents.
This is basically delivery of a report of
security requi renent anal ysis to t he
contractor for review As the business of
contractor is based on volune, requirenments
may need to be nodified to neet the
operational requirenents of the contractor.
Simlarly to t he specification of
client’s security requirenents, different
| evel s of formalism can be suggested.

3. Depending on the suggested changes by
contractor, client either accepts or
rejects the proposal. In case the proposal
is rejected, then the client nmust return to
step 1 and either to nodify requirenments or
to find anot her contractor.

4. In case of accepted suggestions, the
next step 1is that the contract is agreed
upon, and the system i npl enented accordi ng
to agreed security specifications. How this
is inplenmented is not as stated in section
1 - within the scope of this paper

5. Contractor provides assurance of the
security enforcenment. The last step of the
outsourcing process is where contractor
provides client with the assurance that the
system enforces required security features.
The |l evel of detail required for the
provi sion of assurance nmust be stated in
the outsourcing agreenent, and depends on
the level of required security. Depending
on t he level of formalism required,
different security logics as listed before
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can be wused. A suitable approach towards
provi sion of assurance is according to the
European Information Technology Security
Evaluation Criteria (ITSEC 1992) wher e
different levels of assurance can be
required:

A) State: The contractor provides evidence
that security mechanisnms are inplenment to
enforce required security features.

B) Descri be: The contractor provi des
evidence that security nechanisns are
i npl enented and a justification of
t hem enf or ci ng required security
feat ures.

C) Expl ain: The contractor provi des

evidence that security nechanisns are
i npl enented and provides a detailed
analysis of their capability to provide
w th expected security.

The problemis that the client and client nust
first agree the security methods and after that
client nust be capable to prove that security
met hods are functioning and effective, or sone
other trustworthy instance may do that. The
proving of this capability in a trustworthy way
is not sinple task, and it is always hard to
clarify the "right threats’. So client can use a
general ly accepted, scientific proved, nodel for
this, or sonme generally known and accepted
security system Eval uati ons are al ways
eval uations, so the are not exact fact. A fornal
nmodel that 1is proved effective in science and
practice is a one suitable way to approach
information security in outsourcing. However, it
is inportant to notice that outsourcing can be
operated in stages, and then different matters
can be agreed and checked in each stage. It s
inportant to agree a common goal for information
security and agree the suitable nethods for
archiving this comon goal

5. Concl usi on and Future Work

As a conclusion of this paper can be stated that
contracting of outsourcing nust be done in care.
Al t he contracting matters are equal ly
i nportant, especially savi ngs, costs and
information security. The outsourcing contract
can be made in stages and this is suitable for
information security. There nmust be different
nmechani sns_to prove the effective of security
mechani snms, for exanple as in ITSEC. It is very
Inmportant, to nmake sure that the client can
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provi de the needed service and maintain required
level of information security. The costs and
risks of outsourcing nust be eval uated before
outsourcing and different plans and policies
are formulated. It is very inportant to nmake
sure that security requirenents are as clear as
possi ble and the both sides of outsourcing can
understand and agreed them In the outsourcing
agreenent there nust be witten the m ninmm
requirenents for the information security and
suitable security nethods. The responsibilities
and rights of the outsourcing parties should be
clearly agr eed upon in t he out sour ci ng
agreenent. It is inperative that accepted
information security policies in outsourcing and
recovery and strategic pl ans have been
established. The actions of insourcing and
changing of the outsourcing partner mnust be
pl anned too. The education and inform of

personnel in information security matters is
I nport ant and must be regular. Al t he
information security matters nust be defined
clearly in contract and understood. It IS

inportant to make sure that you are dealing with
trustworthy and best possible service provider
that you can have afford, the nmoney is the
keyword in outsourcing and information security.
The nobre noney you spent on security the |ess
nmoney you spent in business, but the security is
not bad investnent on the | ong run.

One fundanental security threat in outsourcing
IS the potential conflict of interest of
outsourcing parties. Threats in outsourcing are
basically sanme as in internal information system
and all new threats are introduced by different
interpretation of requirenents in t he
out sour ci ng agreenent . A one t hr eat in
outsourcing is the leak of information from
out sourced system |In outsourcing the inportant
security method is controlling and nonitoring of
service provider. It is inportant to plan,
control and agree the actions of <client and
service provider. For the controlling and
agreeing of information security in outsourcing
there can wuse ITSEC or CC-nodel. It can be
stated that there is three different |evel of
security, from lowest to highest, guidelines,
and risk analysis and evaluation criteria,
including information security nodels. If client
and service provider can use nethods of sone
formal nodel for managing information security,
then information security is defined accuracy.

A one interesting question for future work s
t he managenment of information security in
out sourci ng. How different contracts and plans
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af f ect to t he managenent  of i nformation
security? Can plans for the managenent of
information security is worked all at once or in
stages? How out sourci ng can be understood, a one
huge process or a staged process? These are the
fundanmental questions for the managenent of
information security in outsourcing.
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